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SUBJECT: Report ko Congress on Chinase Espionage Agtivities 
Sgainst thea United States 


Background 


the "Intelligence Authorization Act for Fiscal] Year 1998," 
Section 308, requires thet the Director of Central Intelligence 
atid thé Rirector of the Federal Bureau of Investigation, jointly 
and in consultation with the heads of other approgriate federal], 
agencies, prepare and trananit to Congress a report on tae 
intelligence activities of the People's Republie of China (PRC) 
directed against or affecting tha interests of the United States. 
fhis is the second annual submission of that report. 


Cverview of tha Threat 


Seijing’s national security priorities include maintaining 
internal stability, gathering salience and technology information 
te advanse China's econamie development, and monitoring #8 well 
as influencing developments related to Taiwan and worldwide 
perceptions of China. Its foreign intelligenne coliection goals 
include gathering information about kay players and developments 

.in countries that might affect China’s interasts. Penetrating 
oe U.S. intelligence community ia a key objective of the 
chinese. 


fue to its Limited resources, mich 6f China’s intelligence 
collection 44 1998 continued to be accomplished by a network of 
nonprofessional individuals and organisations acting outside the 
diveaction and control of the intelligence services, Non- 
intelligence organigations-such as private companies, research 
ineritutes, and defense facilities<condugt independent and 
grooordinated collection activities to acquire sensitive 
information and technology. The Chinese intelliganca services 
have a long histery of using Chinese students studying abroad te 
collect information, either formally for those aervicas or 
informally for theic home-based research institutes or 
uiiversities, Many Chinese students in 0.8. graduate schools are 
studying hard seiences and are able to collect a wide variety of 
information that is of value to China's afferts to ascend the 
technosogy Ladder. 


fecause the Chinase consider themselves to ba in a 
developmental “catch-up” sitwation, their collection pragram 
tends to have a comparatively broad scape. Chinese collectors 
target information and technelogy on anything of value to China, 
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which leads them to seek to collect open-source information as “ 
Well ag restricted/oroprietary and classified information. 


China’s intelligence infrastructure includes a variety of 
government entities, The following are assumed to have directad 
gesouroeag in 1999 ta collection activities targeted at the United 
States: 


* The Ministry of State Security (MSS) is responsible for 
eivilian collection of foreign intelligence and for 
scounterintelligernce operations in China and shroad. 


* The Military Intelligence Department of the People's | 
Liberation Army General Staff (MID/PLA or Second Department) 
collects military and technological infermation and Foreign 
intelligence. 


* The Lidisen Department, a unit in the PLA's General Political 
Department, collects intelligence on Taiwan. 


Fotelgn Intelligenca Collection 


Politigal Zapionage: Beijing continuas to view the United 
States ag one of its major targets fox political collection. It 
focuses on tha forefgn policies and intentions of the United 

“States us well as information on U.9. leaders and sensitive bi- 
or milti-Lateral.negqoriatians. 


. Military Eepienage: As the most advanced military pawer 
with tespect to equipment and strategic capabilities, the Gaited 
States continues to be the MID/PLA's primary target, Miditasy 
intelligence collection against the United States is primarily 
conducted by military attachds asaigned to the fefense Attaché's 
Office in the Chinese Embassy in Washington and the Military 
Staff Committee at tha United Nations in.New York City. For the 
most part, attachés openly collect information from Western 
publications as well as from their contacts in accordance with 
MID/eLA directives. Nonetheless, since 1987 the FAL and the 0.8. 
Customs Service have detested and interdicted “at least twa 
MID/PLA clandestine colluction operations in the United States. 


Chinese attempts to obtain U.8. military and military- 
ralated technelogy~ceflacting recognition of the overwhelming 
tachnelegical superiority enjoyed by the Western alliance in the 
Gulf War and Kosove-have increased since the early 1950s, Other 
topies of interast to the MIO/SDA are Sine-t.¢. relations, 0.8. 
nllitary operations overseas, and the gale of U.S. military 
technology to Taiwan, 
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Recent FEE Case: The sentencing of Dr. Peter H. Lee on 
26 March 1998 brought a close te an important FRI case that had 
ita origins in the 1900s. tee, who had pleaded guilty the 
previous December toe esplenaga charges for transmitting 
classified national defense information to the BRC, had admitted 
to Shattne classified information with Chinese scientists during 
lectures he gave in the PRO in 1965 amd 1997. Lee wag also 
charged with siaking false statements to a government agency when 
he denied giving technical talks to the Chinese. Lee received a 
suspended Five-year prison term, one year of incarceration, three 
years of supervised probation, a 320,000 fine, and 3,000 hours of 
sammunity sarvrice. 


Sooncmia Sspienage: In 1998 China’s eollection of open 
source, sensitive, and rastricted proprietary/trade gecret U.S. 
technology and economic information, particularly advanced 
civilian, militesy, Gval~use and bio-technology, remained a 
priority. China's official collecters of atenomic intelligence 
prefer to use collechion matHods thar are low-key and 
nanthreatening. for example, the MSS, operating both in, the 
United States and in China, tries to collect proprietary or 
sensitive U.8. inféermation and teahnelogy in small increments, 
involving a large number of poople for an extended period of 
time. 


- the MSS is particularly active against U.S. businessmen and 
ather Wasterners inside Ching, where MSS officers can be 
aggrossive. Hecause most Chinese share @ common cultural and 
nistorieal background, Chinese leaders refer to all individuals 
of Chinese ancestry ag “overseas* Chinese, When approaching an 
individual of Chinase origin, the Chinese intelligence services 
attempt to secure hia ox her cooperation by playlog on this 
shared ancestry. 


The MSS and the MID/BLA play only a, small part in China's 
overall Gat collection process. Some of the thousands of Chinasea 
atudents, sclentists, researchers, and other visitors to the 
lndted States also gather information, working mostly for the 
benefit of governnent-controlied, end-user organizations and 
other scientific bureaus, research institutes, and enterprises. 
the MSS, wher requested, assists thase institutions hy matehing 
their information needs with assets the sexvice has developed in 
thea United States or alsewhere. 


Chinésé natiowals working abroad lawfully gather most Sat 


and economic intelligence through open Sources, such a8 0.5. — 
university libraries, research institutians, the Internet, and 
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unclassified databases, providing the Chinese Government with 
highly valued, vet unclassified information, 


PAC scientists, through mutually beneficial scientific 
exchange programs, gather Sat information through 0.5. national 
laboratories. Pregrams to enhance cooperation batweén the twa 
countries have created an atmosphere of informational wxchange, 
exeating vulnerabilities in safeguarding U.S. technical 
intelligence. These vulnerabilities emphasize the siqnifiecant 
difficulty the United States encounters in detecring PRC 
espionage activity. 


Politdes, Influenca Achivyitics 


China continues te devote attention to building political 
influence in the United States, The incresged emphasis dates 
from the June 1995 wisit of Taiwan President Lea Tenq~-huie~a visit 
that caused Chinese leaders to redirect resources towards gaining 
4 better understanding of Congress and greater political 
influence in the United States, ‘The sama year, Chinese leaders 
exeated the Central Leading Greup for U.S. Congressional Affairs 
to overseas the task of increasing support for Chinese cbhjectives. 


Much like the rest of the world, the Chinese Government 
continues to seek influence in Congress through various means, 
including inviting Cengraseional members ta viait the PRC, 

“Jobbying ethnic Chinese voters and prominent U.S. citizens, and 
engaging U.S. business interests to weigh in om issues of mutual 
concern. 


Cea of Commercial Entities for Intelligence Operations 


During the past 20 years, China has estebliehed a notable 
intelligence capability in the United States through its 
comercial presence. 


China's commercial entities play a significant role in its 
pursuit of propriatary/trade sacret U.8. technology. The vast 
majority of Chinese commercial entities in the United States are 
legitinate cotinanies: howevar, some are a platform far 
intelligence collection activities. Although a commercial entity 
may not ba diractly invalved in the sequisition of 
information/technolagy, it may provide cover for beth 
professional and non-professional intelligence collectors. 
Professional calleoters are usually affiliated with one of 
China's intelligence services, While aon-professionals usually 
collect for themselves. These collectars enter the United States 
to gather setiaitive and/or restricted proprietary/trade secret 
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information or to ack ag a liaison to cotisumers of intelligence ~* 
back in China. si 


The primary targets from which China seeks to acquire 
sensitive and restricted propriatary/trade secret 0.5. technology 
are the U.S. Government, orivate U.S. corporations, academic 
institutes, laboretories, as well as persona involved in 
sensitive and/or restricted work. These aparations are usually 
low-key and singular in nature, thus creating 4 significant 
counterintelligence dilemma for the FBI. 


Propaganda and Parception Management 


Ching primarily uses government-owned of government~ 
controlled prags to ensuxe its views on policy issues are heard 
an the United States. For example, Wen Wei Po, which appears as & 
periadia supplement to Chinese~language newspapers published in 
the United States, is a favored outlet for reaching ethnic 
Chinese audiences, whese perspectives in turn can influence the 
broader publia's views of China, 
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